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Installation
Download the installation file and run setup. To install and run AMX you must be administrator on the system. Windows security may also block this
from installing after it has been downloaded. Open the msi file properties and unblock it on the General tab.

General | Compatibility | Security | Custom | Details |

i;-l.z,—.l- | 1411380773wpdm_AMX msi

Y

Typeof file:  Windows Installer Package (msi)

Opens with:  §5) Windows® installer | Change...

Location: Chelierts ld My AMX archive
Size: 1.21 MB {1,272 320 bytes)
Size on disk:  1.21 MBE (1,273, 856 bytes)

Created: 27 Movember 2014, 14:27:25
Madified: 27 Movember 2014, 14:25:41
Accessed: 27 Movember 2014, 14:27:25

Attibutes: [ | Read-only [ Hidden Advanced...

Securty: This file came from anaother _
computer and might be blocked to

help protect this computer.




Installation should then continue normally.

iz AMX

Select Installation Folder

The inztaller will install Ak ta the fallowing folder.

To install in thig folder, click “Mext". Toinstall to a different folder, enter it below or click "Browse".

Falder:
C:4Program Files [#86)4H T ubkd=h Browse. ..

Digk Cozt...

Install AMX for yourself, or for anyone who uses this computer:

() Evemone

® Juzt me

Cancel ¢ Back

Installing AMX in in the \ProgramFiles directory is not recommended. AMX generates data files and most users will not have write permissions to Program
Files. If Program Files is used as the installation folder, change the permissions of the AMX working folders so that the current user has full control.



Security

| Permissions for demol

Object name:  C:\Program Files {86/ AXNTAMX\demo1

Group or user Names:

52 CREATOR OWNER

2 SYSTEM

.BLMministmtors [AMX 3 Administratars)

1 Philip Nesfield {philn@corp example.com)
82, Users (AMX3\Users)

82 Trustedinstaller

Pemissions for Philip Nesfield Allow

Full control

Modify

Read & execute
List folder contents
Read

Leam sbout access control and pemissions

[ ok || cancel || sy

Installation creates two new applications AMXUser and AMXRun.



Install .Net

Windows Features = K
Turn Windows features on or off (7]

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on.

EREIIM .MET Framework 3.5 (includes .NET 2.0 and 3.0) A
[] ' Windows Communication Foundation HTTP Activation
] Windows Communication Foundation Mon-HTTP Activa
[] ., MET Framework 4.5 Advanced Services
[] | Active Directory Lightweight Directory Services
(]} Hyper-v
. Internet Explorer 11
[m] || Internet Information Services
[]!, Internet Information Services Hostable Web Core
[/ Legacy Components
7 [+ | Media Features i
£ >

Interop Excel Library

To run the Excel adapter the Microsoft Office Interop Assemblies must be available.
The Assemblies are installed by default by Microsoft Office 2013.

Alternatively install NET Programmability Support for the Microsoft.interop.Excel library from the Microsoft Office distribution media.



Installation Options |

Customize how Microsoft Office programs run

E|= ~| Microsoft Office
@ Microsoft Access
a Microsoft Excel
¥ | .NET Programmability Support
v | Add-ns
v | Sample Files
Microsoft InfoPath
Microsoft OneNote
Microsoft Outlook
Microsoft PowerPoint
Microsoft Publisher
Microsoft SharePoint Workspace

Mirrnsnft Visin Viewer

®

&3]

B8 8
DU (D0 L0 (L0 (]

-

Total space required on drive: 2.42 GB
Space available on drive: 38.28 GB

Office Tools and Shared Libraries are not required. This example will install the interop dlls.




Service Accounts

Service accounts are needed to connect to remote systems. If the service account in a resource’s property file is blank, the connection to a local Windows
system or an Active Directory is made with the account that is currently running the process. To allow updates, service accounts must have the appropriate
privileges, ie Account Operator.

Task Scheduler

Schedule identitySync to run at an appropriate time. Configure the identitySync.properties file to send email to an administrator with details of the results
of the synchronisation.

Set up to run whether the user is logged in or not and store the password.



LL Loy

(5 Create Task

]
_e General Triggers Actions Conditions Settings
] Marne: identitySync
Location: !
Author: PHILM-LAPTOP\Administrator
Description:

Security options

When running the task, use the fellowing user account:

() Run enly when user is logged on
(® Run whether user is logged on or not

[] Do not store password. The task will only have access to local computer resources,

Run with highest privileges

[ Hidden Configure for: | Windows 10

PHILM-LAPTOP Administrator Change User or Group...

Cancel

Set the start directory to the locations of the AMX properties and schema files




You must specify what action this task will perform.

Action: |5tart a program

Settings

Brogram/script:
|CAAMX\identitySync.exe || Browse.. |

Add arguments (optional): |identi't],r5ync.pruperti5 |

Start in (optional): |C:"1AMX"1work |




View Help

«=| zE BE

Task Scheduler (Local)
i+ [ Task Scheduler Library

Mame

(B CreateChoic...

% GoogleUpda...

D GoogleUpda...
identitySync

When the task is created or modified
Multiple triggers defined
At 09:15 every day - After triggered, repeat every 1 hour

At 07:00 every day

When you create a task, you must specify the action that will occur when your task
actions, open the task property pages using the Properties command.

Start a program ChRAMENIdentitySync.exe identitySync.properties do

i Optimize Sta... When computer is idle
(5 Optimize Sta... When computer is idle W
<
| General | Triggers Conditions | Settings | Histmj,r|
P

Test it by using the RUN action. It should create a new info file, and send email if configured. Use REFRESH to get an update of the status



Active Directory
Windows Server 2008 and Windows Vista introduced User Account Control, which has issues for applications that use Active Directory Service Interfaces

(ADSI) such as AMX. Specifically, these interfaces were designed to be run by a user account with administrator privileges on the local computer.

Use Run As Administrator when managing the Active Directory. AMX will provide a warning when not running as an administrator and in some
circumstances may fail.

The Active Directory object schema is cached and this may cause performance issues if many different accounts are used to run AMX. See
http://msdn.microsoft.com/en-us/library/windows/desktop/aa772187(v=vs.85).aspx.

Exchange

The adapter works with Exchange 2010 or later. The Exchange server certificate must be trusted by the computer running AMX. If both systems are
members of the same domain this is a non-issue. Otherwise, using IIS Manager, save the certificate to a file and import it to the local computer Trusted
Root Certificate Authorities.

The Exchange instance must have the Client Access Role. IIS Manager shows a /PowerShell virtual directory.

MySQL

Uses GPL licence

This program is free software; you can redistribute it and/or
modify it under the terms of the GNU General Public License

as published by the Free Software Foundation; either version 2
of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software


http://go.microsoft.com/fwlink/p/?linkid=84128
http://msdn.microsoft.com/en-us/library/windows/desktop/aa772170(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa772187(v=vs.85).aspx

Foundation, Inc., 51 Franklin Street,

http://www.gnu.org/licenses/old-licenses/gpl-2.0.html

Oracle

Requires Oracle client software version 8.1.7 or greater.

| System Properties

| Computer Name I Hardware | Advanced |Sy5tem Protection I Hemote|

You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage and virtual memary

User Profiles
Desktop settings related to your sign-in

Fifth Floor, Boston, MA

User variables for philn

Variable

TEMP
™P

Value

%l JSERPROFILE % \AppData\Local Temp
%LUSERPROFILE S \AppData'Local \Temp

System variables

| Settings...

Start-up and Recovery
System start-up, system failure and debugging information

Variable

PATHEXT

PROCESSOR_A...

Value

Windows_MNT
C:\data\Orade;C:\ProgramData\Orade. ..
JCOM;.EXE; .BAT;.CMD; .VBS; .VBE;.J5;....
AMDS4

| Settings...
Environment Variables...

oK || Cancel | A

02110-1301,

The Oracle adapter can load last logon if this has been configured. To do this:

1. Turn on Auditing

SQL > AUDIT SESSION;

USA.


http://www.gnu.org/licenses/old-licenses/gpl-2.0.html

This audits to an internal table

SQL> ALTER SYSTEM SET AUDIT TRAIL=DB SCOPE=SPFILE;

SQL> show parameter audit

audit file dest

audit sys operations
audit syslog level
audit trail

SQL>

2. Restart

SQL> shutdown immediate;

Database closed.

Database dismounted.

ORACLE instance shut down.

SQL> CONNECT system/manager AS SYSDB
Connected to an idle instance.

SQL> startup

ORACLE instance started.

Total System Global Area 167772160
Fixed Size 1279120
Variable Size 104860528
Database Buffers 58720256
Redo Buffers 2912256

Database mounted.
Database opened.

string

boolean
string
string

A

bytes
bytes
bytes
bytes
bytes

/export/oracle/oracle/product/
10.2.0/db_1/admin/XE/adump
FALSE

NONE



3. Check
SQL> show parameter audit

NAME TYPE VALUE

audit file dest string /export/oracle/oracle/product/
10.2.0/db_1/admin/XE/adump

audit sys operations boolean FALSE

audit syslog level string

audit trail string DB

SQL>select userID, ntimestamp# from sys.aud$ a where (a.userID,a.ntimestamp#) in (select
b.userID,max (b.ntimestamp#) from sys.aud$ b group by b.userID)

USERID NTIMESTAMP#

SYSTEM 2011-04-15 20:14:04.608247
PHILN 2011-04-15 16:50:13.334463
GLANG 2011-04-15 20:16:13.232371
Pointsec

If Pointsec is installed add this registry entry:

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Pointsec Mobile Tech\Pointsec for PC]
"UsersLocation"="C:\\ProgramData\\Pointsec\\Pointsec for PC\\"

"Location"="C:\\Program Files (x86)\\Pointsec\\Pointsec for PC\\"



Unix
Uses Tamir.SharpSSL which is redistributed under the following licence

JSch 0.0.* was released under the GNU LGPL license. Later, we have switched
over to a BSD-style license.

Copyright (c) 2002-2015 Atsuhiko Yamanaka, JCraft, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. The names of the authors may not be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED " "AS IS'' AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL JCRAFT,
INC. OR ANY CONTRIBUTORS TO THIS SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

It uses Org.Mentalis.Security which is distributed under the same licence:



Copyright © 2002-2007, The Mentalis.org Team
All rights reserved.
http://www.mentalis.org/

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

- Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

- Neither the name of the Mentalis.org Team, nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Windows 2008
Windows 2008 Server x64

Make this folder:

C:\Windows\SysWOW64\config\systemprofile\Desktop
On Windows 2008 Server x86

Make this folder:

C:\Windows\System32\config\systemprofile\Desktop



Failure to do this will create an Excel file open error when the application is run in Task Scheduler as a job run when the user is logged on or not. See Task
Scheduler. Debug will show this error as:

Excel load opening C:\datal\personData.xls no password
Error: Excel load Exception Microsoft Excel cannot access the file ' C:\data\personData.xls '. There are
several possible reasons:

* The file name or path does not exist.
e The file is being used by another program.
* The workbook you are trying to save has the same name as a currently open workbook. 0

at Microsoft.Office.Interop.Excel.Workbooks.Open (String Filename, Object UpdatelLinks, Object ReadOnly,
Object Format, Object Password, Object WriteResPassword, Object IgnoreReadOnlyRecommended, Object Origin,
Object Delimiter, Object Editable, Object Notify, Object Converter, Object AddToMru, Object Local, Object
CorruptLoad)

at AMX.Excel.load(String sResourceName, String strPathExcel, String strPasswdFile, String sSchemaFile,
DataTable dt) in C:\clients\IdM\C#\AMX\Excel.cs:line 354
Error: Excel Exception of type 'AMX.Excel+CustomException' was thrown.
AMX.Excel+CustomException: Exception of type 'AMX.Excel+CustomException' was thrown.

at AMX.Excel.load(String sResourceName, String strPathExcel, String strPasswdFile, String sSchemaFile,
DataTable dt) in C:\clients\IdM\C#\AMX\Excel.cs:1line 422

at AMX.identitySync.Main (String[] args) in C:\clients\IdM\C#\identitySync\identitySync.cs:1line 121

Test this with Run when user is logged in where even without the folder the task will run successfully.

Use the UNC of the location in the properties file

ExcelFilel = \\emea\uk\internal\Departmental directories\Admin\Employee Data\Contractors.xls



Winlocal

Error: Windows Local Load Unknown error (0x80005000) for 192.168.121.53
Error: Winlocal Exception of type 'AMX.WinLocal+CustomException' was thrown.

Caused by bad username or password

Firewall issues, see http://msdn.microsoft.com/en-us/library/aa389286.aspx

Windows Local System 1 dexch Error: WinLocal.RemoteService The RPC server is unavailable. (Exception from
HRESULT: 0x800706BA) for dexch

Error: Winlocal Exception of type 'AMX.WinLocal+CustomException' was thrown.

Caused by wrong hostname

WMI

Systems with corrupted WMI may show the following problem :


http://msdn.microsoft.com/en-us/library/aa389286.aspx

Error si

szAppName : wmiprvse.exe  szppVer: 5237901830  s2ModName : msvert.di
saModVer : 7037&11830 offset : 00038efa

Reporting detads
This enor report includes: information regaiding the condition of WMI when the problem occurred, the
operating system vession and computer hardware in use, and the Intemnet Protacol (IP) address of your
computer,

We do not intentionally collect your name, address, emad address ot any other form of personally
identifiable information. However, the etror report may contain customer-specific information in the
cﬁded&d;ff Whie this information could potentially be used to determine your identity, if present,
it will not

The data that we collect will only be used to fix the problem. If mare information is available, we will tell
you vhen you report the problem. This eror report will be sent using a secure connection to a database
with limited access and will not be used for marketing pusposes.

To view technical information about the etror report, clhick here.
To see our data collection pokicy on the web, click here. [ Cose ]|

mipiprt.dll
mipjohj.dll
miprov.dll
miprusd.dll
mipsess.dll
misvc.dll
mitimep.dll
miutils.dll

s\trustmon.

iZ2xml.d11

WHMI tered a problem and ded to close.

This eror occured on 29/03/2011 at 21:21:09.

Please tell Miciosoft about this problem.

We have created an efror report that you can send to help us improve
WM. We will treat this report as confidential and anonymous.

To see what data this eror report contains, chck here.
SendEnorRepott |  DontSend |

This is described in http://support.microsoft.com/kb/932460

The fix is to run FixXWMlI.bat

net stop winmgmt

pause

c:

cd c:\windows\system32\wbem
rd /S /Q repository


http://support.microsoft.com/kb/932460

regsvr32 /s %$systemroot%\system32\scecli.dll
regsvr32 /s %$systemroot%\system32\userenv.dll
mofcomp cimwin32.mof

mofcomp cimwin32.mfl

mofcomp rsop.mof

mofcomp rsop.mfl

for /f %%s in ('dir /b /s *.dll') do regsvr32 /s %%s

[eie)

for /f %%s in ('dir /b *.mof') do mofcomp %%s

for /f %%s in ('dir /b *.mfl') do mofcomp %%s

mofcomp exwmi.mof

mofcomp -n:root\cimv2\applications\exchange wbemcons.mof
mofcomp -n:root\cimv2\applications\exchange smtpcons.mof

mofcomp exmgmt.mof

SalesForce

Rebuild SForceService.dll

The SForceService.dll may need to be re-created if you have modified attributes that you want to manage, in which case download the Enterprise wsdl for
your organisation. https://help.salesforce.com/apex/HTViewSolution?id=000004760&language=en _US

Follow the instructions here to get the wsdl and generate the SForceService.dll. https://developer.salesforce.com/docs/atlas.en-
us.api_meta.meta/api_meta/meta_quickstart get WSDLs.htm



https://help.salesforce.com/apex/HTViewSolution?id=000004760&language=en_US
https://developer.salesforce.com/docs/atlas.en-us.api_meta.meta/api_meta/meta_quickstart_get_WSDLs.htm
https://developer.salesforce.com/docs/atlas.en-us.api_meta.meta/api_meta/meta_quickstart_get_WSDLs.htm

Generate or Reset the Security Token

[] Suggested Sites v 2] Web Slice Gallery »

Philip Nesfield Help Force.com

Home Chatter Flles  StartHere  +

Expand All | Collapse All
@, Ouick Find Reset Security Token Hpior o P @

Force.com Home L) Clicking the button below invalidates your existing token, After resetting your token, you will have
3 to use the new token In all AP| applications.

System Overview

When accessing salesforce com from outside of your company's trusted networks, you must add a security token
to your password 10 log in to the API or a desktop client such as Connect for Outlook, Connect Offine, Connect for
Personal Setup Office. Connect for Lotus Notes, of the Data Loader.

Your security token I8 tied 1o your password and subject to any password policies your administrators have
configured. Whenever your password is reset, your security token is also reset

& My Personal Information )
Personal Information
Change My Password

For ity your ity token is delivered to the email address associated with your account, To reset
Rasel My Sacunty Token and gend your security token, chck {he button below

My Groups | Reset Reset Security Token |
Change My Display

Grant Login Access

Calendar Sharing

Reminders

i+ Email
Il |mpon
(1 Desktop Integration
(] My Chatter Settings

App Setup

(»! Customize
I»| Create

An email will be sent containing the token. This must be appended to the password in the AMX Password file for SalesForce. The security token is not
required when logging in to the web application.



Setting Up OAuth 2.0

Setting up OAuth 2.0 requires that you take some steps within Salesforce and in other locations. If any of the steps are unfamiliar, see
Understanding Authentication or the Salesforce online help. The following example uses the Web server OAuth flow.

In Salesforce, from Setup, enter Apps in the Quick Find box, then select Apps, and under Connected Apps click New to

create a new connected app if you have not already done so. The Callback URL you supply here is the same as your Web

application's callback URL. Usually it is a servlet if you work with Java. It must be secure: http:// does not work, only https://.

For development environments, the callback URL is similar to https://localhost:8443/RestTest/oauth/_callback.

When you click Save, the Consumer Key is created and displayed, and a Consumer Secret is created (click the link to

reveal it).



€ -
i Apps % Bookmarks (1 Philn [&] Virgin Media | Signi.. & Google @ iCloud @M BBC News - Home

C' A | & https://na9.salesforce.com/app/mgmt/forceconnectedapps/forceAppDetail.apexp?applicationid=06PE0000000TQN6&notify=true&id=0CiEO000000TyNI

v @

(] Other bookma

)

) . ) « Back to List: Custom Apps
Lightning Experience New: P —
|Edit| | Delete | | Manage
) Allow from 2-10 minutes for your changes to take effect on the server before using the connected app.
Salesforce1 Quick Start

Version 1.0

Force.com Home APIName  AMX
Created Date  08/11/2015 19:24
System Overview By: Philip Nesfield
Contact Email  philip@nesfield.org

Contact Phone

Personal Setup Last Modified Date

08/11/2015 19:30
[»/ My Personal Information By Philip Nesfield
(»/ Email
[» Import
(» Desktop Integration

Description
info URL

Help for this Page 0

[» My Chatter Settings ¥ API (Enable OAuth Settings)

(¥ My Social Accounts and Contacts  congumer  3MVGOY6x0357HIfCLE.0ECM1_OmKTPARXRJHST]_JW5QCh2WMofsudnaDJCLMKI1JL7TPXJHODPWT1eJuWaC  Consumer
[»! My Connected Data Key Secret
Selected  Full access (full) Callback  https:/localhost:8443/RestTest/oauth/_callback.
OAuth URL

App Setup Scopes
[» Customize ¥ Custom Connected App Handler
& Create Apex Plugin Class

Apps Run As

Custom Labels




System Overview

Personal Setup

[/ My Personal Information

[»] Email

[*| Import

[*| Desktop Integration

[*| My Chatter Settings

[»] My Social Accounts and Contacts
[*| My Connected Data

App Setup

[*] Customize

[»| Create

[*| Develop

[*| Deploy
Zrheama Ruilder

System Info
Installed By
Last Modified By

Philip Nesfield
Philip Nesfield

Installed Date
Last Modified Date

08/11/2015 19:24
08/11/2015 21:40

Basic Information
Info URL

Start URL
Mobile Start URL

OAuth policies
Permitted Users
Usage

This application has permission
to:

All users may self-authorize

View OAuth Usage
Full access

IP Relaxation

Refresh Token Policy:

Relax IP restrictions with second factor
Immediately expire refresh token

Session Policies

Timeout Value




Obtaining a Token in an Autonomous Client (Username and Password Flow)

>

Client Authorization Server Resource Server
(Application) (login.salesforce.com) (nai.salesforce.com)

! 1. Request token |
(with username/passwc;rd)

[
-

2. Request data (with access token)

A

---btz---t

An autonomous client can obtain an access token by simply providing username, password and (depending on configuration) security token in an
access token request. Again the request is POSTed (1) to https:/login.salesforce.com/services/oauth2/token, but the payload now has the form

grant_type=password&client_id=<your_client_id>&client_secret=<your_client_secret>&username=<your_username>&password=<your_password>
The following parameters are required:

grant_type  Set this to password.
client_id Your application’s client identifier.
client_secret Your application's client secret.

username The API user's Salesforce.com username, of the form user@example.com.



password The API user's Salesforce.com password. If the client's IP address has not been whitelisted in your org, you must concatenate the security
token with the password.

You will receive a similar response to the authorization code case:

{
"id": "https://login.salesforce.com/id/00D500000001Z3ZEAW/00550000001fg50AAQ",
"issued at":"1296509381665",
"instance url":"https:/nal.salesforce.com",
"signature" :"+Nb15EO1/D1svUZ4NbGDno6vn935XsWGVbwoKyXHayo=",

p "access_ token":"00D50000000I23Z!AQgAQHOYAIM51BU rayzAdmZ6NmT3pXZBgzkc3JTwDOGB18BP2AREOLIZzL A2zg7etH81kTuuQPljJ
VsX4CPt3naL7qustlb"
7}

You will notice that there is no refresh token in the response. Since the user is not redirected to login at Salesforce, there is no opportunity for the user
to authorize the application. Such an authorization is required for a refresh token to be issued. If your application requires a refresh token, you should
carefully consider moving to a different flow if at all possible.

g w N

https://developer.salesforce.com/page/Digging Deeper into OAuth 2.0 on Force.com#Obtaining a Token in an Autonomous Client .28Username an

d Password Flow.29

Testing with curl

Testing with Chrome curl plugin


https://login.salesforce.com/id/00D50000000IZ3ZEAW/00550000001fg5OAAQ
https://na1.salesforce.com/
https://developer.salesforce.com/page/Digging_Deeper_into_OAuth_2.0_on_Force.com#Obtaining_a_Token_in_an_Autonomous_Client_.28Username_and_Password_Flow.29
https://developer.salesforce.com/page/Digging_Deeper_into_OAuth_2.0_on_Force.com#Obtaining_a_Token_in_an_Autonomous_Client_.28Username_and_Password_Flow.29

Advanced Rest JSON | salesForcet -

& Save Open

Client

¥ | https://login salesforce com
Request Iservices/oauth2/token
Socket

Query parameters Add
Projects

JSON grant_type password X enc dec

Saved client_id AMVGOYEX0357HISfCLE oECm1_OmkTPARXRJIHST|_JWSQCnzZWMofsudnaDJCLmKI1JLTTPxJHODPWT 1eduWaC X enc dec
History client_secrat B984467848525636553 X enc dec
Settings username admin@test.com X enc dec
About

password | mypasswordb btpHZVKSMsXSLTZm2TeS9wh X enc dec
Rate this
application ¥ HASH
Donate

W GET ™POST W PUT “/PATCH ' DELETE ' HEAD ' OPTIONS

Raw Form Headers

Must be a POST, PUT gives error

nmn

{"error":"invalid_request","error_description":"must use HTTP POST"}

Adding parameters as a Payload or Headers

' Other




n.n nn n.n

"error":"unsupported_grant_type","error_description":"grant type not supported"}

APPICaTONX-WWW-TONM-LUnencoaea ¥ | Sel Lonient-1ype neader 1o overwre s vaiue.

Clear Send

o Status 200 OK Loading time: 803 ms

=]

=2 Request User-Agent: Mozilla/5.0 (Windows NT 6.3; WOWG4) AppleWebKit537.36 (KHTML, like Gecko) Chrome/46.0.2490.80 Safari/537.36
= headers Origin: chrome-extension:fhgmloofddifdnphfgcellkdibibjeloo

S Content-Type: application/<-www-form-urlencoded

o Accept */*

Accept-Encoding: gzip, deflate

Accept-Language: en-GE.en-US;q=08.en;q=0.6

Cookie: Browserld=FdEgXw9aR7GWpXPEC3zdhA; __cfduid=d6728ae6d8eb131b7h4a5efa3166db6bE 1447079657, rememberUn=true; login=philip@nesfield.org; com.salesforce. Localelnfo=uk; oinfo="
disco=E:00DEQ0QOD0000a8Z1):005E0000000f3Z1:0; autocomplete=1; inst=AFPPE; webact=%7B%22|_vdays%22%3A-

1%2C%221_visit%22%3A0%2C%225e5510n%22% 341447 18450287 1% 2C%22|_search%22%3A%22%22%2C%22|_dtype%22%3A%22%22%2C%22I_page%22%3A%22HELPY%3Aus% 3Aunauth %3,
s_vi=[CSv1|2B212469053112C6-40000108C0000115[CE]

Response Date: Tue, 10 Now 2015 20:14:38 GMT
headers Pragma: no-cache
Cache-Control: no-cache, no-store
Content-Type: applicationfjson;charset=UTF-8
Content-Encoding: gzip
Transfer-Encoding: chunked

Raw JSON Response

Copy to clipboard Save as file
{

access_token: "@@DE@@E2280a9ZU!ARUVAQAZN3IBELIS9]_xb3HT2HSxtybdcF15DI6fVEBgpewyC(BsdATsobSph@vebEDKa_265g5u.ncMTTdUENeQtlgUcQ_gjIBQ™
instance_url: "https://na2.salesforce.com”

id: "https://login.salesforce.com/id/@eDE@@0@@BaSZUMAY/@eSEeeaaeeef3Z1IAT"

token_type: “Bearer”

issued_at: "14471864794@85"

signature: "jGI9KyHgV3zrSLLQu9ir7Mjht5@Mau95TqszEm2L2ca=""



Get a List of Users

Advanced Rest
Client

Request
Socket

Projects
JSON

Saved
History
Settings

About

Rate this
application ¥

Donate

salesForceGetUsers1 & Save

Open
v hitps:/fnaf.salesforce.com
fservices/data/iv20.0/query/
Query parameters Add
q SELECT+email+,+name+from+Lser X enc dec
HASH
® GET /POST PUT (/PATCH' DELETE ‘ HEAD  OPTIONS ' Other
Raw Form Headers
Authorization: Bearer 08DE@R2RO280a%ZU!ARUAQCENSIEuuz6.zEfdIVpuB3TOANUb3szw71UfesTrQgLalsYi50jtNjPgzPUaqsul9ILLWFQG]5.9h40EVsIKujQVrPAr
i
Clear Send
Status 200 OK **  Loading time: 354 ms
Request User-Agent: Mozilla/5.0 (Windows NT 6.3; WOWE4) AppleWebKit/537 36 (KHTML, like Gecko) Chrome/46.0.2490.86 Safari/537.36
headers Authorization: Bearer 00DE0O00000a9ZUIARUAQCENSJEUUZE ZEfdJVpUB3fOANUD3szwT UGS TragLal8YisojtNjPozPUagsul 9ILLwWFQG)5. 9hd OEVS JKUjOVIPAr
Accept: **

Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-GB en-USq=08.enq=06

Cookie: Browserld=FdEgXw3aR7 GWpXPEC3zdhA, __cfduid=d6728ae6d8eb131bTh4a5efa3166dbE6ba 1447079657, rememberlUn=true; login=philip@nesfield.org; com.salesforce.Localelnfo=uk; oinfo="

0id=00DECOOD000a9ZU; umps_clientld=; wehact=%TB%22|_vdays%22%3A-

AR TO AT i YT YA IO ATnnannianl AU FAAAATAOAEAAIOTAN VO ATV annesl
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Google Apps

https://console.developers.google.com/apis/credentials?project=axntinteractive

Google Developers Console AP| Project ~

API API Manager Credentials

-~
- ver > <3
& Overview Credentials OAuth consent screen Damain verification

O» Credentials

Add credentials ~

APl key
Identifies your project using a simple API key to check quota and access.
For APIs like Google Translate.

‘or details.

OAuth 2.0 client ID
Requests user consent so your app can access the user's data
For APIs like Google Calendar Key

Service account AlzaSyCqy5eS-MpibuYsrVUEzd10DfM_5cGHo71

Enables server-to-server, app-level authentication using robot accounts
For use with Google Cloud APlis.

QAuth 2.0 client IDs

Name Creation date v Type Client ID

AMX Nov 10, 2015 Web application 821468230503-sfovnptcchof3p2sggehru7r/viealrp.apps.googleusercon

Service Account

Download key pair API Project-fad9a65e2abb.json


https://console.developers.google.com/apis/credentials?project=axntinteractive

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password;

| notasecret

Display Password

Import options:

[ |Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,

Indude all extended properties.

| | Cancel




Sign up for a free trial and you'll get 8300 in credit and 60 days to explore Google Cloud Platform.

Google Developers Console Q

LEARN MORE

AP| Project +

API

APl Manager

Overview

Credentials

Credentials

41 Download JSON | Resetsecret | Delete

Client ID for Web application

Client ID 821468230503-sfovnptcchob3p2sggchru7rivieal rp.apps.googleusercontent.com
Client secret
Creation date Nov 10, 2015, 11:28:40 PM
Name
AMX

Authorized JavaScript origins
Enter JavaScript origins here or redirect URIs below (or both) @
Cannot contain a wildcard (http://*.example.com) or a path (http://example.com/subdir}.

http:/ /www.example.com

Authorized redirect URIs
Must have a protocol. Cannot contain URL fragments or relative paths. Cannot be a public IP address.

http://www.example.com/_callback X

http:/ /www. example.com/oauth2csllback



Concur

Base64 your Concur login and password from this format - <login>:<password> . Add this to the Authorization header as Basic <Base64'd login:password>

Get Token



Advanced Rest
Client

Request
Socket

Projects
JSON

Saved
History
Settings
About

Rate this
application ¥

Donate

ConcurAuth1

¥ | https-/fwww concursolutions.com

/netZfoauth2/accesstoken.ashx

Query parameters Add

HASH

® GET O POST 'PUT 'PATCH DELETE ('HEAD ' OPTIONS ' Other
Raw Form Headers

Add new header

authorization Basic cGhpbhGlwlGSIc2Zps WxkLmSyZzpjaWFvO 77777

X-consumerkey 4oDK21vXTY50ha8TCWGoRE

accept application/json



Response status: 200
headers cache-control: private
content-length: 238
content-type: application/json; charset=ut-8
date: Tue, 17 Nov 2015 17:17:46 GMT
set-cookie: ADRUN_BTa=R:0|g:f0ca8e09-1259-4388-a04a-4518904c2295; expires=Tue, 17-Nov-2015 17:18:16 GMT,; path=/
set-cookie: ADRUM_BT1=R:0}i:886732|e:151; expires=Tue, 17-Nov-2015 17:18:16 GMT; path=/
webserver: SEAPR1_1035

Raw JSON Response
Copy to clipboard Save as file
1
-Access_Token: {
Instance Url: "https://www.concursolutions.com/"
Token: "@_v197fulim/o+TsvOvorFnTxy34="
Expiration_date: "11/17/2016 5:17:46 PM"
Refresh_Token: "@_bviNiXnPEOxQjlTmy3Z1lladnEVEVW"
}
¥

Get Users



Advanced Rest Concurfuth

Client
¥ | hitps:/iwww concursolutions. com/apiiva.0/commaon/users
Request PATH
Socket
Query parameters Add
Projects
JSON HASH
Saved
History ®GET O POST O PUT O PATCH O DELETE ' HEAD © OPTIONS © Other
Settings Raw Form Headers
L Add new header
Rate this authorization OAuth 0_T[TmZ89m10gX5t+bFuUSZ???7F
application +
Donate accept application/json

Status 200 OK ¢ Loading time: 356 ms



B'r‘argr;l; n'o-cache
set-cookie: ADRUN_BTa=R:0|g:293b3899-aad9-46ec-a737-6356589818e8; expires=Tue, 17-Nov-2015 17:40:04 GMT; path=/
webserver: SEAPR1_I001

Raw JSON  Response
~ Copy to clipboard Save as file
{
-Items: [5]
-2: {

LoginID: "ConcurAdmin{@de@18302cmsd”
EmployeeID: "Concur Administrator”
FirstName: "Concur"

LastName: "Administrator”

MiddleName: "™

PrimaryEmail: "ConcurAdmin@de16362cmsd™
Active: true

CellPhoneNumber: ™"

OrganizationUnit: null

ID: null
URI: null
}
-1 {

LoginID: “ConcurConsultant@desie3e2cmsd"
EmployeeID: "Concur Consultant”

FirsthName: "ConcurConsultant”

LastName: "ConcurConsultant™

MiddleName: ""

PrimaryEmail: "ConcurConsultantfide@le3e2cmsd”
Active: true

CellPhoneNumber: ""

OrganizationUnit: null



Microsoft Live

« ~ C BH \'|ﬁ Microsoft Corporation [US]J https://account.live.com/developers/appIications/appsettings/000000004017688f
3 Apps | % Bookmarks | (7] Philn [&] Virgin Media | Signi.. G Google @ iCloud B BBC News - Home

Microsoft account Developer Center Philip. | Sign out

Home Myapps Docs Downloads Support

My applications > axnt > App Settings

axnt

Settings
7 5 To protect your app's security, Windows Push Notification Services (WNS) and services using Microsoft account use client secrets te
Basic Information authenticate the communications from your server.
API Settings
e z Client 1D:
000000004017688F This is a unique identifier for your application.
Localisation Client secret (v1);
ApDUJQIu98n3gD01PgeekxPTAIrWIYW For security purposes, don't share your client secret with

anyone.

If your client secret has been compromised or your crganisation requires that you periodically change client secrets, create a new client secret
here. After you've created a new client secret, both the old and the new client secrets will be accepted until you activate the new secret.

Create a new client secret

Note: Please wait 24 hours before you activate your new client secret, because the old client secret won't work after you've activated the new
one.



Twitter
Create an app at https://apps.twitter.com/app/new



https://apps.twitter.com/app/new

axnt

Details  Seftings | Keys and Access Tokens — Permissions

Application Settings

Keep the "Consumer Secret” a secret. This key should never be human-readable in your application.
Consumer Key (APl Key)  VOJUVWNNT TIHjxhPveKYxuSMB

Consumer Secret (APl Secret) KWIAMFGDswJPWHSxgeS16WXTPgh3fCmIjFRicuhHhQE5c1 Aidgl

Access Level Read and write (modify app permissions)
owner sweatyGarden
Owner 1D 2167906829

Application Actions

Regenerate Consumer Key and Secret Change App Permissions







