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Installation 
Download the installation file and run setup. To install and run AMX you must be administrator on the system. Windows security may also block this 

from installing after it has been downloaded. Open the msi file properties and unblock it on the General tab. 

 



 

 

Installation should then continue normally. 

 

Installing AMX in in the \ProgramFiles directory is not recommended. AMX generates data files and most users will not have write permissions to Program 

Files. If Program Files is used as the installation folder, change the permissions of the AMX working folders so that the current user has full control. 



 

 

 

 

Installation creates two new applications AMXUser and AMXRun. 



 

 

Install .Net 

 

Interop Excel Library 

To run the Excel adapter the Microsoft Office Interop Assemblies must be available. 

The Assemblies are installed by default by Microsoft Office 2013. 

Alternatively install NET Programmability Support for the Microsoft.interop.Excel library from the Microsoft Office distribution media. 



 

 

 

Office Tools and Shared Libraries are not required. This example will install the interop dlls. 



 

 

Service Accounts 
Service accounts are needed to connect to remote systems. If the service account in a resource’s property file is blank, the connection to a local Windows 

system or an Active Directory is made with the account that is currently running the process. To allow updates, service accounts must have the appropriate 

privileges, ie Account Operator. 

Task Scheduler 
Schedule identitySync to run at an appropriate time. Configure the identitySync.properties file to send email to an administrator with details of the results 

of the synchronisation. 

Set up to run whether the user is logged in or not and store the password.  



 

 

 

Set the start directory to the locations of the AMX properties and schema files 

 



 

 

 



 

 

 

 

Test it by using the RUN action. It should create a new info file, and send email if configured. Use REFRESH to get an update of the status 



 

 

Active Directory 
Windows Server 2008 and Windows Vista introduced User Account Control, which has issues for applications that use Active Directory Service Interfaces 

(ADSI) such as AMX. Specifically, these interfaces were designed to be run by a user account with administrator privileges on the local computer. 

Use Run As Administrator when managing the Active Directory. AMX will provide a warning when not running as an administrator and in some 

circumstances may fail.  

The Active Directory object schema is cached and this may cause performance issues if many different accounts are used to run AMX. See 

http://msdn.microsoft.com/en-us/library/windows/desktop/aa772187(v=vs.85).aspx. 

Exchange 
The adapter works with Exchange 2010 or later. The Exchange server certificate must be trusted by the computer running AMX. If both systems are 

members of the same domain this is a non-issue. Otherwise, using IIS Manager, save the certificate to a file and import it to the local computer Trusted 

Root Certificate Authorities.  

The Exchange instance must have the Client Access Role. IIS Manager shows a /PowerShell virtual directory. 

MySQL 
Uses GPL licence 

This program is free software; you can redistribute it and/or 

modify it under the terms of the GNU General Public License 

as published by the Free Software Foundation; either version 2 

of the License, or (at your option) any later version. 

 

This program is distributed in the hope that it will be useful, 

but WITHOUT ANY WARRANTY; without even the implied warranty of 

MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the 

GNU General Public License for more details. 

 

You should have received a copy of the GNU General Public License 

along with this program; if not, write to the Free Software 

http://go.microsoft.com/fwlink/p/?linkid=84128
http://msdn.microsoft.com/en-us/library/windows/desktop/aa772170(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa772187(v=vs.85).aspx


 

 

Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, USA. 

 

http://www.gnu.org/licenses/old-licenses/gpl-2.0.html  

Oracle 
Requires Oracle client software version 8.1.7 or greater. 

 

 

The Oracle adapter can load last logon if this has been configured. To do this: 

1. Turn on Auditing 

SQL > AUDIT SESSION; 

http://www.gnu.org/licenses/old-licenses/gpl-2.0.html


 

 

 

This audits to an internal table 

SQL> ALTER SYSTEM SET AUDIT_TRAIL=DB SCOPE=SPFILE; 

SQL> show parameter audit 

 

NAME                                 TYPE        VALUE 

------------------------------------ ----------- ------------------------------ 

audit_file_dest                      string      /export/oracle/oracle/product/ 

                                                 10.2.0/db_1/admin/XE/adump 

audit_sys_operations                  boolean     FALSE 

audit_syslog_level                   string 

audit_trail                           string      NONE 

SQL> 

 
2. Restart 

 
SQL> shutdown immediate; 

Database closed. 

Database dismounted. 

ORACLE instance shut down. 

SQL> CONNECT system/manager AS SYSDBA 

Connected to an idle instance. 

SQL> startup 

ORACLE instance started. 

 

Total System Global Area  167772160 bytes 

Fixed Size                  1279120 bytes 

Variable Size             104860528 bytes 

Database Buffers           58720256 bytes 

Redo Buffers                2912256 bytes 

Database mounted. 

Database opened. 



 

 

 
3. Check 

SQL> show parameter audit 

 

NAME                                 TYPE        VALUE 

------------------------------------ ----------- ------------------------------ 

audit_file_dest                      string      /export/oracle/oracle/product/ 

                                                 10.2.0/db_1/admin/XE/adump 

audit_sys_operations                  boolean     FALSE 

audit_syslog_level                    string 

audit_trail                           string      DB 

 

SQL>select userID, ntimestamp# from sys.aud$ a where (a.userID,a.ntimestamp#) in (select 

b.userID,max(b.ntimestamp#) from sys.aud$ b group by b.userID) 

 

USERID  NTIMESTAMP# 

SYSTEM  2011-04-15 20:14:04.608247 

PHILN   2011-04-15 16:50:13.334463 

GLANG   2011-04-15 20:16:13.232371 

 

Pointsec 
If Pointsec is installed add this registry entry: 

Windows Registry Editor Version 5.00 

 

[HKEY_LOCAL_MACHINE\SOFTWARE\Pointsec Mobile Tech\Pointsec for PC] 

"UsersLocation"="C:\\ProgramData\\Pointsec\\Pointsec for PC\\" 

"Location"="C:\\Program Files (x86)\\Pointsec\\Pointsec for PC\\" 



 

 

Unix 
Uses Tamir.SharpSSL which is redistributed under the following licence 
 
JSch 0.0.* was released under the GNU LGPL license.  Later, we have switched  

over to a BSD-style license.  

 

------------------------------------------------------------------------------ 

Copyright (c) 2002-2015 Atsuhiko Yamanaka, JCraft,Inc.  

All rights reserved. 

 

Redistribution and use in source and binary forms, with or without 

modification, are permitted provided that the following conditions are met: 

 

  1. Redistributions of source code must retain the above copyright notice, 

     this list of conditions and the following disclaimer. 

 

  2. Redistributions in binary form must reproduce the above copyright  

     notice, this list of conditions and the following disclaimer in  

     the documentation and/or other materials provided with the distribution. 

 

  3. The names of the authors may not be used to endorse or promote products 

     derived from this software without specific prior written permission. 

 

THIS SOFTWARE IS PROVIDED ``AS IS'' AND ANY EXPRESSED OR IMPLIED WARRANTIES, 

INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND 

FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL JCRAFT, 

INC. OR ANY CONTRIBUTORS TO THIS SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT, 

INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT 

LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, 

OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 

LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING 

NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, 

EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE. 

 

It uses Org.Mentalis.Security which is distributed under the same licence: 



 

 

Copyright © 2002-2007, The Mentalis.org Team 

All rights reserved. 

http://www.mentalis.org/ 

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the 
following conditions are met: 

- Redistributions of source code must retain the above copyright notice, this list of conditions and the following 
disclaimer. 

- Neither the name of the Mentalis.org Team, nor the names of its contributors may be used to endorse or promote 
products derived from this software without specific prior written permission. 

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, 
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT 
SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL 
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE 
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE. 

 

 

 

Windows 2008 
Windows 2008 Server x64 
 
  Make this folder: 
 
  C:\Windows\SysWOW64\config\systemprofile\Desktop 
 
On Windows 2008 Server x86 
 
  Make this folder: 
 
  C:\Windows\System32\config\systemprofile\Desktop 
 



 

 

Failure to do this will create an Excel file open error when the application is run in Task Scheduler as a job run when the user is logged on or not. See Task 

Scheduler. Debug will show this error as: 

Excel load opening C:\data\personData.xls no password 

Error: Excel load Exception Microsoft Excel cannot access the file ' C:\data\personData.xls '. There are 

several possible reasons: 

 

• The file name or path does not exist. 

• The file is being used by another program. 

• The workbook you are trying to save has the same name as a currently open workbook. 0 

   at Microsoft.Office.Interop.Excel.Workbooks.Open(String Filename, Object UpdateLinks, Object ReadOnly, 

Object Format, Object Password, Object WriteResPassword, Object IgnoreReadOnlyRecommended, Object Origin, 

Object Delimiter, Object Editable, Object Notify, Object Converter, Object AddToMru, Object Local, Object 

CorruptLoad) 

   at AMX.Excel.load(String sResourceName, String strPathExcel, String strPasswdFile, String sSchemaFile, 

DataTable dt) in C:\clients\IdM\C#\AMX\Excel.cs:line 354 

Error: Excel Exception of type 'AMX.Excel+CustomException' was thrown. 

AMX.Excel+CustomException: Exception of type 'AMX.Excel+CustomException' was thrown. 

   at AMX.Excel.load(String sResourceName, String strPathExcel, String strPasswdFile, String sSchemaFile, 

DataTable dt) in C:\clients\IdM\C#\AMX\Excel.cs:line 422 

   at AMX.identitySync.Main(String[] args) in C:\clients\IdM\C#\identitySync\identitySync.cs:line 121 

 
 
Test this with Run when user is logged in where even without the folder the task will run successfully.  
 
Use the UNC of the location in the properties file 

ExcelFile1 = \\emea\uk\internal\Departmental directories\Admin\Employee Data\Contractors.xls  

 

 



 

 

Winlocal 
 

Error: Windows Local Load Unknown error (0x80005000) for 192.168.121.53 

Error: Winlocal Exception of type 'AMX.WinLocal+CustomException' was thrown. 

Caused by bad username or password 

 

Firewall issues, see http://msdn.microsoft.com/en-us/library/aa389286.aspx  

Windows Local System 1 dexch Error: WinLocal.RemoteService The RPC server is unavailable. (Exception from 

HRESULT: 0x800706BA) for dexch 

Error: Winlocal Exception of type 'AMX.WinLocal+CustomException' was thrown. 

Caused by wrong hostname 

WMI  
Systems with corrupted WMI may show the following problem : 

http://msdn.microsoft.com/en-us/library/aa389286.aspx


 

 

 

 

 

This is described in http://support.microsoft.com/kb/932460  

The fix is to run FixWMI.bat 

net stop winmgmt 

pause 

c: 

cd c:\windows\system32\wbem 

rd /S /Q repository 

http://support.microsoft.com/kb/932460


 

 

regsvr32 /s %systemroot%\system32\scecli.dll 

regsvr32 /s %systemroot%\system32\userenv.dll 

mofcomp cimwin32.mof 

mofcomp cimwin32.mfl 

mofcomp rsop.mof 

mofcomp rsop.mfl 

for /f %%s in ('dir /b /s *.dll') do regsvr32 /s %%s 

for /f %%s in ('dir /b *.mof') do mofcomp %%s 

for /f %%s in ('dir /b *.mfl') do mofcomp %%s 

mofcomp exwmi.mof 

mofcomp -n:root\cimv2\applications\exchange wbemcons.mof 

mofcomp -n:root\cimv2\applications\exchange smtpcons.mof 

mofcomp exmgmt.mof 

 

 

SalesForce 

Rebuild SForceService.dll 

The SForceService.dll may need to be re-created if you have modified attributes that you want to manage, in which case download the Enterprise wsdl for 

your organisation. https://help.salesforce.com/apex/HTViewSolution?id=000004760&language=en_US   

Follow the instructions here to get the wsdl and generate the SForceService.dll. https://developer.salesforce.com/docs/atlas.en-

us.api_meta.meta/api_meta/meta_quickstart_get_WSDLs.htm  

https://help.salesforce.com/apex/HTViewSolution?id=000004760&language=en_US
https://developer.salesforce.com/docs/atlas.en-us.api_meta.meta/api_meta/meta_quickstart_get_WSDLs.htm
https://developer.salesforce.com/docs/atlas.en-us.api_meta.meta/api_meta/meta_quickstart_get_WSDLs.htm


 

 

Generate or Reset the Security Token 

 

An email will be sent containing the token. This must be appended to the password in the AMX Password file for SalesForce. The security token is not 

required when logging in to the web application. 



 

 

Setting Up OAuth 2.0 

Setting up OAuth 2.0 requires that you take some steps within Salesforce and in other locations. If any of the steps are unfamiliar, see 
Understanding Authentication or the Salesforce online help. The following example uses the Web server OAuth flow. 
In Salesforce, from Setup, enter Apps in the Quick Find box, then select Apps, and under Connected Apps click New to 
create a new connected app if you have not already done so. The Callback URL you supply here is the same as your Web 
application's callback URL. Usually it is a servlet if you work with Java. It must be secure: http:// does not work, only https://. 
For development environments, the callback URL is similar to https://localhost:8443/RestTest/oauth/_callback. 
When you click Save, the Consumer Key is created and displayed, and a Consumer Secret is created (click the link to 
reveal it). 
 

 

 

 



 

 

 

 



 

 

 

 



 

 

Obtaining a Token in an Autonomous Client (Username and Password Flow)  

 

An autonomous client can obtain an access token by simply providing username, password and (depending on configuration) security token in an 

access token request. Again the request is POSTed (1) to https://login.salesforce.com/services/oauth2/token, but the payload now has the form 

grant_type=password&client_id=<your_client_id>&client_secret=<your_client_secret>&username=<your_username>&password=<your_password> 

The following parameters are required: 

grant_type Set this to password. 

client_id Your application's client identifier. 

client_secret Your application's client secret. 

username The API user's Salesforce.com username, of the form user@example.com. 



 

 

password The API user's Salesforce.com password. If the client's IP address has not been whitelisted in your org, you must concatenate the security 

token with the password. 

You will receive a similar response to the authorization code case: 

1 {  
2     "id":"https://login.salesforce.com/id/00D50000000IZ3ZEAW/00550000001fg5OAAQ", 

3     "issued_at":"1296509381665",  
4     "instance_url":"https://na1.salesforce.com", 

5     "signature":"+Nbl5EOl/DlsvUZ4NbGDno6vn935XsWGVbwoKyXHayo=",  

6 
    "access_token":"00D50000000IZ3Z!AQgAQH0Yd9M51BU_rayzAdmZ6NmT3pXZBgzkc3JTwDOGBl8BP2AREOiZzL_A2zg7etH81kTuuQPljJ

VsX4CPt3naL7qustlb" 
7 } 

You will notice that there is no refresh token in the response. Since the user is not redirected to login at Salesforce, there is no opportunity for the user 

to authorize the application. Such an authorization is required for a refresh token to be issued. If your application requires a refresh token, you should 

carefully consider moving to a different flow if at all possible. 

https://developer.salesforce.com/page/Digging_Deeper_into_OAuth_2.0_on_Force.com#Obtaining_a_Token_in_an_Autonomous_Client_.28Username_an

d_Password_Flow.29  

Testing with curl 

Testing with Chrome curl plugin 

https://login.salesforce.com/id/00D50000000IZ3ZEAW/00550000001fg5OAAQ
https://na1.salesforce.com/
https://developer.salesforce.com/page/Digging_Deeper_into_OAuth_2.0_on_Force.com#Obtaining_a_Token_in_an_Autonomous_Client_.28Username_and_Password_Flow.29
https://developer.salesforce.com/page/Digging_Deeper_into_OAuth_2.0_on_Force.com#Obtaining_a_Token_in_an_Autonomous_Client_.28Username_and_Password_Flow.29


 

 

 

 

Must be a POST, PUT gives error 

{"error":"invalid_request","error_description":"must use HTTP POST"} 

 

Adding parameters as a Payload or Headers 



 

 

 

{"error":"unsupported_grant_type","error_description":"grant type not supported"} 

 

 



 

 

Get a List of Users 

 

 

 



 

 

Google Apps 
https://console.developers.google.com/apis/credentials?project=axntinteractive 

 

Service Account 

Download key pair API Project-fad9a65e2abb.json 

https://console.developers.google.com/apis/credentials?project=axntinteractive


 

 

 

 



 

 

 

 

 



 

 

 

Concur 
Base64 your Concur login and password from this format - <login>:<password> . Add this to the Authorization header as Basic <Base64'd login:password> 

 

Get Token 



 

 

 

 



 

 

 

 

Get Users 



 

 

 



 

 

 



 

 

Microsoft Live 

 



 

 

Twitter 
Create an app at https://apps.twitter.com/app/new  

https://apps.twitter.com/app/new


 

 

 

 



 

 

 


